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' medium regulated only by encryption and 


e “тас 


| THE LEGENDARY CHAMPIONS 


OF ENCRYPTION HAVE HAD IT 
| (SORT OF) 


Cypherpunks: 


М ободу knows about the dangers of | 
crypto-anarchy better than the | 
crypto-anarchists. In the five years 
since the formation of the Cypherpunksan 
influential group dedicated to the pursuit of 
privacy via cryptography (the science of | 
codes and ciphers)—the problems of a 


End of | 


e-mail filters have been discussed endlessly. 
With unbreakable codes available to every- 
one, what if murderers or kidnappers use it 


to render their electronic correspondence | 


| 

| unreadable? Whats to prevent hebephrenic 

, nuts from making reasonable discourse im- 
possible? And in unrestricted forums like 
public mailing lists, how can grossly off 


; these questions weren't rhetorical. | 
membership as high as 2000, mail traffic of 
' 100 or more messages a day, and a fuzzily de- 
|- fined group charter, noise wa high by any- 
| one's standards. Relatively few lunatics ac- 
tively targeted the group for abuse, but those 
were plenty. The most recent, when he wasn't 
relentlessly Haming Cypherpunk list mem- 
bers, was btilding software to do it auto- 
matically. The list’s normally low-profile 
owner, JohniGilmore, who already had his 


knock it off and.then, when he refused, re- 
moved him from the list. 

That’s when the trouble started. While 
some Cypherpunks supported Gilmore’s | 


Eh 一 


DEREN 


hands fall wł heavy messąge traffic, decided 
| he'd had enońgh. He warned the kook to | 
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It is clear that ме cannot allow one person to stop the fight 
for encryption-freedom. Usenet is still there whether cypherpunks have a 
list or not. 
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b6 
1997/02/25 b7C 
b7E 
-> 
-> After the expulsion, some of the longtime list denizens left 
-> angrily, joining the 700 subscriber b6 
-> controversy began. One of those was 
-> the first cypherpunk Du 
-» meeting in September 1992. In an essay summarizing the reasons for his 
->  . departure, he wrote: "The proper solution to bad speech is more 
-> speech, not censorship. Censorship just makes opponents of ‘speech 
=> anarchy' happy -- it affirms their basic belief that censors are 
-> needed." 
* -> 
-> After all, ГГ | pointed out, the list ended up on 
-> toad.com machine only by happenstance -- it almost was housed on a 
-> workstation at the University of California at Berkeley. Ownership of 
-> the computer with the database of subscribers did not mean that b6 
-> ажа the cypherpunks. "Whatever our group once was, or still b7C 
-» is, is not dependent on having a particular mailing list running on 
-> someone's home machine... and i nnot be claimed that any person 
->, 'owns' the cypherpunks group," wrote. 
-> 
-> The erpunks have responded ୦୮ leviction notice. List 
-> participants g nerally have halted the incessant attacks on 
-> and now the dis&ussion has turned to how to continue en experiment 
-» in online anarchy -- while preventing one person fro b6 
-> son] absolute control of the List. Within hours of b7C 
-> nnquncement, posters were tossing around ideas of a distributed 
-> PETA BSN of mailing lists that would carry the cypherpunk name, and 
-> otheA 'punks likely will migrate to the more tightly controlled 
-> der ks and cryptography lists. 
- > T 
-» mod the true believers in crypto-anarchy, only one solution is 
-» adequate: Usenet. "There is no 'nexus' of control, no chokepoint, no 
-> precedent... for halting distribution of Usenet newsgroups," C] b6 
-> wrote. That, in the end, is what defines а cypherpunk. b7C 
-> П 
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| decision as the only sensible action, many of. > 


the lists more ardent free-speech advocates; 
cried censorship, and a number of them— 
including list cofounder Ti 
ironically had been the main ү 
flames) —left in protest. Crypto\anarchy is, ` 
about dealing withjustthesekindSofdijem-， 
mas, the dissenters argued; anyone not want- | 
ing to hear the rantings of a list member 
should use mail filters or other tools tę rele- 
gate them to the digitał trash bin. 
Meanwhile, as a compromise sol 
to the list’s problems, member. 
fort proposed to owner Gilmore that 
owed to moderate the chat. Sandfart i 


¦ 
i 
1 


tion 
d- 


would screen out all flames and other out- | 
right noise and ship them to a flames-only 
list, where those interested would still be 
able to read them. Gilmore agreed to give it 
a shot. This enraged many list members 
even more. Not only did they consider list 
moderation inherently offensive, but they 
resented having it proposed behind their 
backs and then presented to them as a fait 
accompli. Nevertheless, the experiment 
went forward. 

From there, things got worse. In late 
January, people began to notice that some 
messages were disappearing into thin air. 
Among these were messages critical of a 
product sold by Sandfort’s employer. Some 
list members (including the one who'd been | 
critical of the product) claimed that none of 
their posts, even on-topic ones, were making 
it to either list. This started a new round of 
accusations, many of which Sandfort either 

“diverted to the flames list or, according to 
some, deleted completely, in violation of his 
own stated mandate as moderator. Now fu- 


announced that he was through. He was giv- 
ing the list one week to find another home, 
and then pulling the plug. Sandfort would 
continue to moderate till then. On February 
20, the list officially. died. 

Sandfort now admits that he did delete 
some messages—including one that was crit- 
ical of his employers product—but claims he 
acted only because they contained libelous 


e _ - - ee - ---- a e 


riousandfedup with the infighting, Gilmore | 


statements, since “republishing a libel is also 
a libel” As for nonlibelous messages, Sand- 
fort, a Jawyer, denies deleting any intention- 
ally, but hedges: Since he was doing all the 
filtering manually, he says, “I’m sure I 
dropped some by accident” ` 

Tim May, sticking to his anarchist prin- 
ciples, sees the whole issue as a clear-cut bat- 
tle between “free-speech absolutists” and 
“control freaks” who never should have 
nus given power over the list's content. He 

it strange that a longtime Cypherpunk 
like Sandfort should EE Қа ы 
cerned about libel, given all the insults, 
unfounded accusations, and anonymously 
pilfered corporate data that have appeared 
on the list over the years with no com- 


, plaints from anyone. But Sandfort insists, 
, “Cypherpunk is about privacy. It's not 
' about free speech? 


With the list temporarily homeless, 
physical meetings have continued in the Bay 
Area, where a large number of Cypherpunks 
are based. 'The most recent, held in a Stan- 
ford University auditorium, was the best 
ever, according to May, with “а huge turn- 
out.” Three years after the group stopped 
being front-page news, film crews from all 
over still show up at meetings regularly. On 
the Net, the Cypherpunks’ influence contin- 
ues to grow, from Web-browser warnings 
when you attempt to transmit unencrypted 
data, to the increasing availability of un- 


„ breakable codes for widely used e-mail pro- 


| grams like Eudora. 
er list maintainer 


Hugh Daniel 


and der Eric Hughes аге now work- " 
ing on setting up a Cyphetpunks.ore domai 


with its own computer to host à hew, mde 
| pendent list. (A Usenet newsgroup has been 
| created to tide the group over in the mean- 
time.) It may turn out that what didn’t quite 
kill the Cypherpunks has made them 
stronger. 


Cypherpunks hewsgroup 
-alt.cypherpunks 
Cypherpunks mailing hist archives 
Jhtp://infinity.nus.sg/ unks 
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Dejanews article = $=, —___ | 
© ^ b6 
b 


Subject: Dejanews article s 


Date: Thu, 3 Jul 1997 13:51:10 -0700 
From: 
To: 


Here's the Dejanews article I think you were looking for. If you do a 
search on | on the old database, you get about 297 hits. This one b6 


was near the end of the list, the thread was called "Email robot draws fire b7 
herpunkz". In the article, this author posts a mali from < 
along with an old E-mail address of his 


Article 222 of 297 


Subject: ot draws fire from\CypherPunkz 
From: b6 
Date: 1996/09/14 b7C 
b7E 
>The gang has apparentiy attac sd a San Francisco artist's 
>www site, Tassing him and mail-bombing his service provider in an 
>attempt to g&t him to drop the account. The Cpunks objected to an applett 
>that this artist had оп one of his pages that would send a mail greeting 
>to people who had а *mail-to:* button on their www pages. This greeting 
>consisted of his URL only and went through an anon remailer. b6 
27207 b7C 
> 
>More info and а sample of the email robot сап be found at: 
> 
| 
y Ph.D. is іп crypto and I've been monitoring the Cypherpunks mai i ist 
or a couple of years. I can attest that many of its regular, like 
re censorous control freaks who are very much into suppressing an 
they don't like. Their harrassment includes sending hate e-mail via the 
anonymous remailers, forging compromising messages (the way been 
attributing to me nonsense I've never said), postmaster complaints, etc. 
Many 
recent threads-on the list echo the news.groups/news.admin.net-abuse.misc 
threads on how democratic votes on newsgroup election must be replaced by 
Cabal decisions, how "spammers" can be better harrassed, etc. Most 
Cypherpunks b6 
support the most reactionary and pro-censorship views on news.*. One can b7c 
see 
announcements like "There will be a physical cypherpunks meeting at 
[place].. І 


[Person] will not be allowed іп because І don't like his political views." 
In 


олжа | I've witnessed the recent harrassement ୧୮୮ J| | 


cybermob and was utterly disgusted, not for the first time. Here is one of 
the Е 
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Dejanews article mailbox: 
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few 


weeks ago someone mentioned elliptic curves, and there was an outcry of how 
it's "off-topic". Instead the mailing list is flooded with rants and 
personal 

attacks from[ । who knows next to nothing about cryptography, and 
whose i 
long-winded diatribes in support of child pornography, drugs, and] — ] 


to re 
and many other former valuable 


off the mailing list. 
lies 
and personal attacks. I'll quote a couple ୦୮୮ J unprovoked personal 
attacks against me to illustrate the kind of traffic found on the 
Cypherpunks 

mailing list (as opposed to cryptography discussions): 


Today's fypherpunks don't write code - they write 


Write the History of the Net 
8 home wrote: 


>>I would expect 50% of the CDROM to be pure bullshit, 40% -- lies, апа 
>>maybe 10% truth that was alreddy publicly available. 

>> 

>>It is like buying a CDROM about the history of the Net frm ] 
>>Maybeit would be interesting and amusing, but not worth $120. 


>NOW you tell me! I just shelled out $42 for "The History of the wet,"[ ] 
1996. 


>And Һега I thought it was the real history of the Net, especially the part 
>about how "the _dandruff-covered (spit) conspired with the 
>purebred 'govok spit) to spread the lies of the Jew 


>cripples dying of AIDS in Sovok-controlled clinics." 

» 

»When[ ^ реак of the Usenet Cabal being a Sovok (spit) plot, 
>І thought this was the actual truth. I guess not. Maybe Гг 
>actually 


po 


> 
>(hint: this a satire, based on the writings ୧୮୮ ୭୮ ¬ who speaks of people 
>as "lying purebred (whatever the are), and attaches the 


>charming word,"(spit)" after nearly every person he references.) 


I responded to С] stating that I've never called anybody а (t)churka 
" 

o a quite sure who or what they are) and asked him to retract his 

а >| never retracted, but continued to post more lies about me 

Co ee to me various nonsense I never wrote. put[ ] attempts 

OP assassination" don't stop at the cypherpunks mailing list: 

recently 


three separate people whom I respect (unlike and who work in the 
computer security field told me that has been complaining to them 


jevance.|___ off-topic spews have driven[ ^] 


b6 
b7C 


b6 
127୦ 
b7E 


b6 
b7C 


b6 
b7C 


b6 
b7C 


07/04/97 07:28:57 


4 
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"off-list" about my submissions to the Cypherpunks mailing list. 


Here's another recent example of a personal attack[ | posted to the 
list: 


b6 
b7C 
>Subject: Reputation Systems in Action b7E 
>Sender: 
> 
>At 6:41 РМ 9/11/96 wrote: 
writes: 
>>> > ing," a matter of personal perspective. I 
find 
>>> > it helpful to call a spade a spade, and others apparently do as well. 
>>> > 
>>> 
>>> ОҒ course, [ _|gets very uncomfortable when others call a spade a 
spade. 
>> 
>> 
>>This constant character assasination ofl lis getting rather boring, 
>>as far as I can see, and I read all of the posts on the list, he has 
>>done nothing more than ignore posts from these idiots, that is his b6 
>>choice and nothing to do with anyone else. 127 
> 
>But this latest episode illustrates the role of reputations. Namely, my 
own 
>reputation is not being harmed by bizarre commentaries from 
>As its reputation is (apparently) pretty low, and associated with Serdar 
>Ardic-style rants about "sovoks," "the cabal," and "spit," such an entity 
>can hardly "assassinate" my character. 
Again|[ ୩୫ lying. І am not interested in "assassinating" his 
character. 
He is the one spreading lies about me and attributing to me various 
nonsense I 
never said[ ____ shows his true colors when he faults me for my defense 
freedom of speech. Unfortunately, [ |] has been silent for 
over two years, but that doesn't stop censorous liars like [| from 
continuing their vendetta against those who defended free speech. 
>A few years ago 
etc. b6 
of b7C 


>well, this is to the good. 


We keep catching Г] іп major 11ев: 


attributes to me things I never said. 


| was caught lying about [ । 
s.[ Je lying about [ 1 As far as I know,[ never had 


07/04/97 07:28:59 


Lejallews drucie шенеу 


апу 


roblems with doesn't have a problem with be 
The only person as a problem with ୨୮ b7C 


is 100% correct in saying that[ ୩2୫ an ignorant liar and a crook. 


4. | is not C H even[ ] doesn't believe his own 


lies. 


lo 
more about cryptography and are far more truthful man] । 


>In the mathematics of reputations, a negative reputation held by one whose 
>own reputation is negative is a positive. 


_If it's true, then my reputation benefits from being slandered by the 
proven 


17 Kills and counting 

Killer of Blue Listers, defeater of spam-meisters, defender of the Faith. 
NetScum, RealTV NetCop and *WANKER* 

Unfair! It's a battle of wits and you came unarmed! 

Fight the Woodside Literacy Agency. 
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e-mails that| 2 акев victim sent to the Cypherpunks mailing list: 


BIC 

b7E 
>Date: Thu, 12 Sep 1996 23:21:32 -0700 
>From: 
>Here's a collection of your various threats: 
> 
>> I suspect you may soon be hearing from far worse than I ... 
>> Some punks take their colors seriously. 
> 
>> Congradulations. I had at first thought you were a simple fool. 
>> Now I'm certain you're an idiot. 
> 
>> Sounds to me like every remailer can legally be altered to send a 
>> small message to hipcrime every time it processes any messages. 
> 
>> if anyone's got a T3 handy, you could always take the direct approach. 
> 
>In making these threats, you've mistaken me for someone who cares. 
>Someone who cares what you send to my box. I'm actually, and in fact, 
>homeless in real life. Yes, both an "idiot" and a "simple fool": 
>your compliments in my book. My only equipment is access to friends' 
>computers, and a free dialup that the big-hearted SysOp at V-Site gives 
ome. (Ву the way, you've been merciless to him). 
> 
>In view of this fact: Do you think that even 1,000,000 messages into 
>my stupid electronic mailbox would matter? Some nights my worries are 
>of a place to sleep, not how many messages will accumulate during my 
>slumber. 
> 
>CypherPunks live so far from real-life, that it's impossible for them 
>to communicate rationally. Never having any danger in their lives, 
>they want to avoid encountering any in "cyberspace". They are trying 
>to craft that new world according to their intellectual guidelines. 
>Trying to make sure real-world annoyances have been removed. 
> 
>This is what[ |] real offense was: providing a piece of b6 
>unexpected (ok,ok "unwanted", if you prefer) stimulus. Only a single b7C 
>one. A tiny-little URL, but sent without warning, anonymously, and 
>pointing to a strange site. 
> 
>Since I've UNSUBSCRIBED from your CypherWimps mailing list, and still 
>receive your messages (two copies, the one you send me, and the one 
>you send the list), my only conclusion is that Email is your only 
>social discourse. Take notice that after this, all future messages 
>from y'all will feel the power of the DELETE button (unread and barely 
>noticed). 
> 
>Think of how easy it is to move around in "cyberspace". Do this math: 
> 1,000,000 messages = 1 new domain + 1 new mailbox. 
> 
>In this argument you win, junk Email is SPAM ... but junk SnailMail is 
> 
> THIN SLICES CUT FROM OUR PRECIOUS FORESTS. 
> 
> 

b7C 


Despite the name, there's practically no crypto discussions on the list. A 
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Continuation of FD-302 of ,On 04/14/2008 „Page 2 


"Cypherpunks" is believed to have been 
established in the 1990's as a group of individuals with common 
interests in encryption. In addition a cyber based forum was 
created for discussions between members with the capability of 
anonymous postings. At one point the number of cyber users may 


have been 2,000. me 
b7C 


is believed to be/have been, а. 
member of the original group, taking part in physical meetings with 
other members including} | in various locations. 

The remaining four individuals are known to associate or 
participated in cyber correspondences using "Cypherpunks". 
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FD-302 (Rev. 10-6-95) 


SIE 
FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 04/14/2008 


The United States Attorneys office provided FBI Milwaukee 
with photo copies of evidence seized regarding 

Included in the evidence was an image of a file on 

computer named "PGPkeys". The file "PGPkeys" is believed 
to be a repository of public encryption keys used by the owner of 
the computer to communicate with individuals using encrypted email. 


b7C 


Within the file "PGPkeys" were the names and email 
addresses associated with public encryption keys of 26 individuals. 
Possession of these public encryption keys suggests has 
corresponded or attempted to correspond with the owners of those 


keys. 
Of the 26 public encryption keys found ୦୮୮ |] sA 
computer, the names of individuals presently of interest are as 


follows: 


Name 


b6 


Open source research suggests 
b7C 


u (Pretty Good Privacy) software 

the company referred to as PGP Incorporated which 

SO encryption software.  PGP Incorporated was purchased b 

Network Associates Incorporate (NAI) in 1997. In ୨୦୦ j 
left NAI to create а new company named PGP Corporation 

and purchased the assets of PGP Incorporation from NAI. 


It is believed 


b6 


| | b7C 
and is known to hold anti-government views. 


"M Further open source research linked the aforementioned 
individuals to the group named "Cypherpunks" which was created by 


Investigation on 04/14/2008 at Milwaukee, WI 


File 4 89E-MW-45881 一 ନ” Date dictated 04/14/2008 
b6 


by b7c 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 


